
Protect Yourself from 
COVID-19 Scams

Tips to spot a COVID-19 grant scam:
 
• Remember, government agencies do not 
communicate through social media avenues 
like Facebook. So, be wary of unsolicited 
messages.
 
• Do not pay any money for a “free” 
government grant. If you have to pay money 
to claim a “free” government grant, it is not 
really free. A real government agency will not 
ask you to pay an advanced processing fee. 
The only official list of all U.S. federal grant-
making agencies is Grants.gov.
 
• Check for look-alikes. Be sure to do your 
research and see if a government agency or 
organization actually exists. Find contact 
information on your own and call them to be 
sure the person you have heard from is 
legitimate.
 
• Don’t assume an offer in a social media 
message is from a real friend. It’s easier for 
scammers to impersonate real people on 
social media. Call your friend to verify if they 
contacted you (and share this Scam Alert 
with them if they are spreading false 
information).

Government Relief Scams 
(stimulus checks)

Healthcare Remedies and Cures
Spot a fraudulent health product by watching 
out for these red flags:
 

Don’t panic. Do your research: Be 
skeptical of alarmist and conspiracy 
theory claims and don’t rush into buying 
anything that seems too good – or crazy 
– to be true. Always double check 
information you see online with official 
news sources.

 
Be wary of personal testimonials and 
“miracle” product claims. Be suspicious 
of products that claim to immediately 
cure a wide range of diseases. No one 
product could be effective against a long, 
varied list of conditions or diseases. Also, 
testimonials are easy to make up and are 
not a substitute for scientific evidence.

 
It's "all natural." Just because it's natural 
does not mean it's good for you. All 
natural does not mean the same thing as 
safe. 

 
Check with your doctor: If you're tempted 
to buy an unproven product or one with 
questionable claims, check with your 
doctor or other health care professional 
first

For more information regarding scam during the COVID-29 pandemic visit: 
https://www.bbb.org/council/coronavirus/


